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Ethical Considerations 

Terms and Conditions 
Privacy concerns seem to top the list of questions most people have when undertaking a DNA test. 
There are no “chain of custody” controls for “ancestry type” DNA tests, which make these tests 
inadmissible in any type of legal setting. In addition The Genetic Information Nondiscrimination 
Act of 2008 prohibits health insurance companies or employers from discriminating against 
individuals based on their genetics.  
 
Each of the DNA testing companies has published terms and conditions as well as a privacy 
statement governing what they can do with DNA samples. References to this information are 
provided at the end of this document In order to receive results from any of these companies the 
terms and conditions as well as the privacy statement must be agreed to. All of the companies are 
clear about ownership of the sample belonging to the person who tested, even if another individual 
paid for the testing. Each of the companies will destroy the DNA sample and remove your 
information from their database upon request. All of these companies have indicated that they may 
use the data generated by testing for medical or population genetics studies they are undertaking. 
Participation in these studies is optional, and testees have no claim on any research or commercial 
product developed as a result of this research. Please review the individual testing agreements for 
each company to understand the exact terms and conditions.  
 
One key item to note is that by participating in DNA testing, individuals are consenting to be 
matched to other individuals that share their DNA markers. However, this matching consent does 
not mean that all of the personal details for the profile of the match, their family tree or other 
identifying information will be shared. Each user controls what information is shared with their 
matches, and the level of communication they want to have with their matches. 

Genetic Exceptionalism and Paternalism 
Blaine Bettinger, who writes the blog The Genetic Genealogist, has discussed the concepts of genetic 
exceptionalism and paternalism extensively on his blog. Genetic exceptionalism is the idea that data 
derived from DNA testing is somehow “special” or “different” than data derived from other 
sources such as census or vital records. Blaine very effectively argues the position that the idea of 
genetic exceptionalism is illogical, and that information obtained through DNA testing is no 
different than information obtained through other sources. 
 
While DNA testing may be able to identify instances of mis-attributed parentage or other family 
secrets, it is not the only record that will bring these skeletons out of the closet. However, any 
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individual who consents to test should be made aware that this type of testing has the potential to 
reveal previously unknown biological relationships, especially relationships that are closer than a 2nd 
cousin. Your DNA is shared with cousins and other biological relatives, and this sharing has the 
potential to reveal information about them that may be unanticipated. 
 
Genetic paternalism is a closely related idea that suggests consumers need to be protected from 
genetic data and/or have it interpreted by a professional. Consumers may not have the ability to 
understand their own genetic testing results, which may result in unintended harm coming to the 
consumer. The US government seems to support the idea of genetic paternalism as evidenced by the 
restrictions imposed on 23andMe in November 2013. 23andMe can no longer provide health 
interpretations of customers raw DNA due to the harm that the FDA believes may come to 
consumers from this information. It does not appear that restrictions will be placed on DNA testing 
for ethnicity and ancestry purposes, although there may be a push for such restrictions in light of 
high profile cases like that of Dr. “George Doe” who claims his family was harmed by the 
identification of a half-sibling through DNA testing. 

Professional Conduct 
The National Genealogical Society has published standards for sharing information with others. 
Three key standards that should receive special emphasis by genealogists using DNA test results are: 
 

• Genealogists should not convey personal identifying information about living people—
like age, home address, occupation or activities—only in ways that those concerned have 
expressly agreed to. 

• Genealogists should inform people who provide information about their families as to the 
ways it may be used, observing any conditions they impose and respecting any 
reservations they may express regarding the use of particular items. 

• Genealogists should be sensitive to the hurt that revelations of criminal, immoral, bizarre 
or irresponsible behavior may bring to family members. 

 
DNA testing results, more than any other genealogical source, involve information on living people. 
It is imperative that we treat information regarding living people with respect and discretion. When 
working for or with clients, we must not share their personal information with other DNA matches 
without their consent. Contracts and agreements with clients should specifically address these issues, 
while keeping in mind that there is significant information available through public databases and 
the Internet.  
  
There may be situations in which a person is not comfortable and/or capable of sharing a DNA 
sample. They should not be pressured into DNA testing if they do not feel comfortable with sharing 
that information. We can take steps to educate those that may be reluctant to test, and hope that 
with additional information they will agree, but should not place undue pressure on them to test. 
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As previously mentioned, DNA testing may reveal immoral or irresponsible behavior of our 
ancestors or other individuals. We need to be sensitive to that information and handle it very 
carefully. Each situation will be unique, and no one set of guidelines will address every situation. 
There are no “DNA Police” yet. How genealogists and others conduct themselves in this somewhat 
uncharted territory will undoubtedly provide impetus to continue with the status quo or impose 
more stringent regulations on our DNA and the information we can learn from it. 
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